SA WG2 Temporary Document

Page 3

SA WG2 Meeting #120 
S2-172464
27 - 31 Mar 2017, Busan, South Korea

(revision of S2-171775)
Source:
Nokia, Alcatel-Lucent Shanghai Bell
Title:
Update and evaluation of solution #2
Document for:
Approval

Agenda Item:
6.7
Work Item / Release:
FS_VoWLAN / Rel-15
Abstract of the contribution: This PCR solves the editor's notes of solution #2 and provides the solution evaluation.
Discussion
The first editor's note 
Editor's note: Which child SA is selected for non-marked packets is FFS.
is related to the sentences:
· For each incoming downlink IP packet the UE checks if a DSCP marking rule for the n-tuple of this IP packet exists. If the rule does not exist, then a new marking rule is added. Otherwise, the DSCP value and the time stamp for this marking rule are set.
· For IP flows initiated from the UE, uplink packets will not be marked until a marked downlink packet is received with the downlink n-tuple that matches the received uplink n-tuple.

For an uplink packet of an IP flow with a DSCP value (set by the application) that does not corresponds to the DSCP value of a previous downlink packet of the same IP flow, there is no corresponding marking rule.  If, as it is said above, there is no re-marking, the DSCP used over IPsec would be the one set by the application. The issue is that the DSCP value set by the application might not correspond to the same DSCP value used over the IPsec tunnel: no re-marking would mean that the packets may be routed to a IPsec SA with a high priority, which is not the desirable IPsec SA. The system should defend itself against applications that could use high priority DSCP values for uplink traffic, hence all packets need to be re-marked in order to be routed towards an IPsec SA with desirable QoS. Therefore, it is required that packets for which there is no marking rule shall be re-marked by default. 
Moreover, because it may happen as soon as the first Child SA is established, it is proposed that a default marking is performed when the first IPsec SA is created. As an IPsec SA is associated with an outer DSCP, any uplink packet of an IP flow for which the DSCP does not match with any marking rule, the packet shall be marked with the DSCP of the first created IPsec SA. 
The second editor's note 

Editor's note: How the UE maps a n-tuple to a specific child SA is FFS.
can be solved as follows:

· For a given IP flow, the available information is the inner header DSCP value, the outer header DSCP value (which is the one of the IPsec SA) and the n-tuple.

· The marking rule for uplink packets of the same IP flow is built in swapping the source and the destination IP addresses and ports and in storing the inner header and outer header DSCP values.

· When an uplink packet for the same IP flow needs to be sent, the marking rule to apply is the one for which the inner header DSCP matches with the DSCP value set by the application. The DSCP of the uplink packet is replaced by the inner header DSCP value stored in the marking rule, and the packet is routed to the IPsec SA that corresponds to the outer header DSCP value stored in the marking rule. 
Proposal

It is proposed to modify the following text of TS 23.751 as follows: 
* * * * First Change * * * *
6.2
Solution 2:  Solution to Key Issue #3 for untrusted WLAN based on reflective QoS
6.2.1
Description

This solution is related to key issue #3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN) and is based on solution 1 for Key Issue 1.

Solution 1 for Key Issue 1 states that the ePDG shall derive the DSCP of the IPsec child SA outer IP header from the QCI and shall route the downlink IP packets towards the IPsec child SA that is mapped to the QCI.

Solution 1 for Key Issue 1 also states that for the uplink, that the UE should be  provided with sufficient information by the network to determine which SA to be associated with a given IP flow. 
In this solution, the UE gets the information required for the uplink mapping from the user plane,  based on reflective QoS principles described in TS 23.139 [x] clauses 6.3.1 and 6.3.3:

· It is assumed that if the UE supports multiple SAs, it also supports Reflective QoS.
DSCP marking of uplink traffic by the UE: 

· For each incoming downlink IP packet the UE checks if a DSCP marking rule for the n-tuple of this IP packet exists. If the rule does not exist, then a new marking rule is added. Otherwise, the DSCP value and the time stamp for this marking rule are set.
· The n-tuples correspond to the n-tuples of the inner header of the packet. In all scenarios, the DSCP value of the marking rule is the DSCP value of the inner header of the packet.

· The uplink n-tuple in each marking rule is made from the downlink n-tuple of that rule by swapping source and destination addresses (and ports). The rule contains the DSCP value and the identity of the IPsec SA.
· For each outgoing IP packet the UE checks if a marking rule for this IP packet exists. If the n-tuple of the packet matches the uplink n-tuple of a marking rule, then the DSCP value of the packet is set to the DSCP value of that marking rule. The time stamp for that rule is set.

· A marking rule is removed when a certain period of time has passed since the time stamp.

· The function of reflective QoS overwrites DSCP markings set by the UE application with the DSCP value stored in the marking rule. The IPsec SA is selected based on the identity of the IPsec SA stored in the marking rule.
· For IP flows initiated from the UE, uplink packets are marked with the DSCP value that corresponds to the first established IPsec SA until a marked downlink packet is received with the downlink n-tuple that matches the received uplink n-tuple.


This solution relies on the assumption that there is not more than one IPsec SA per DSCP value. For example, it does not work if the ePDG sets an IPsec SA per bearer, where two bearers have the same QCI.
NOTE: This solution cannot provide QoS differentiation for unidirectional and non symmetrical uplink flows.


6.2.2
Impacts on existing nodes and functionality
UE: 

· the UE is impacted to support reflective QoS. 

6.2.3
Solution evaluation
Solution 2 supports QoS differentiation for bidirectional symmetrical IMS media IP flows. 
However, 

· it cannot provide QoS differentiation for unidirectional and non-symmetrical uplink flows;

· it is restricted to a single IPsec SA per DSCP: it cannot be used if the ePDG sets an IPsec SA per bearer, where several bearers have the same QCI.
· It only supports update/modification of uplink QoS policy for an uplink IP flow whenever there is a downlink packet of the counterpart downlink flow.
· * * * * End of Changes * * * *
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